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An important facet of the Mission of Nambour Christian College Ltd, herein referred to as the College,
is to provide a secure and supportive Christ-centred learning community for every student. It is the
Policy of the College that all information and technology usage aligns with the ethos of the College

In line with technological developments, the College recognises the need to provide access to online
services that enable young people to be taught and acquire knowledge and skills for the 21st Century.
Such “services” include all Information Communication Technology (ICT) and is not limited to the
internet, intranet and electronic mail and devices.

The College is committed to providing access to Information Computer Technologies for all to support
the teaching & learning program and administration of the College. The College provides access to these
technologies underpinned by the expectation of safe and responsible behaviour by all members of the
College community.

This Policy (available on the College website) should be read in conjunction with the Technology
Warranty and Damage Guidelines (available on the Student and Parent Portals). The policy applies to all
forms of digital devices, connections and networks used and accessed, whether College owned or
owned by students and all College owned devices and networks used and/or accessed on site or
elsewhere.

The computers and computer network at the College together with access to the internet and email are
provided for educational and professional purposes only. The use of these devices and network should
therefore be consistent with that purpose, as detailed in this document.

Users who are in doubt about whether certain behaviours are within the standards should refer the issue
immediately to the Head of IT.

The principles of behaviour relating to the use of school resources include: respect for the law; respect
for other people; and respect of the College's mission and values. The principles of conduct also assume
integrity, diligence, economy and efficiency from the Users. This policy covers all technology devices
which are used at school, including those provided by the College and those which are brought in
externally by staff and students (BYOD).

College Policy 8.0
/Exec/Technology (Acceptable Use) Policy
Page 1 of 9
PRINT WARNINGT Printed copies of this document or part thereof should not be relied upon as a current reference document.
ALWAYS refer to the electronic copy available on the staff portal for the latest version.




GUIDELINES AND PROCEDURES

For students, the following documents should be read in conjunction with this policy:

1 IP&P 35.0 T6 Student Technology (Acceptable Use) Guidelines
| IP&P 36.0 T7 Student Technology Warranty & Damages
1 The abridged Technology Policy and Procedures in the Enrolment Contract

1. Definitions
Mobile Device is inclusive of mobile phones and smart watches.

Information and Communication Technologies (ICT) is any electronic device or related
applications which allow users to record, send, access or receive information, in textual, audio, image
or video form. These may include but are not restricted to:

Computer systems and related applications such as email and internet;

Web-based tools such as discussion forums, chat rooms, blogs, podcasts, internet social
networks and instant messaging systems;

Mobile devices such as mobile phones, tablets, and wearable devices;

Fax machines and scanners;

Output devices such as printers;

Imaging tools such as video or still cameras;

Audio tools such as audio recording devices.
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Users refers to all employees and students at the College.

2. Legal Implications

For legal purposes email has the same standing in court as paper documents. Users must be aware that
the College can be involved in litigation. Records relating to use and activities involving email, internet
and intranet can be requested by a court order or subpoena. These include matters affecting legal
proceedings, affecting personal affairs of employees, parents, students, or third parties, as well as
relating to research, or other communications even if communicated in confidence.

Emails residing on or transmitted across the Nambour Christian College computer system are the
property of the College. All electronic files are the property of the College, and users should act on the
basis that they can be, and where necessary will be, held accountable for their messages and stored
files.

While all transmissions remain the property of the College by law, all efforts to retain professional
confidentiality will be made. Confidentiality is not guaranteed regarding private emails that are
sent/received on the College system. All internet activity is recorded for individual users. Reports of this
activity are continually being monitored. Filtering and monitoring of online activity will occur at periodic
intervals without prior notice.

Specifically, for Students:

Where there is an alleged criminal offence or serious disciplinary matter concerning a student, the
individual concerned will generally first be told the circumstances of the grievance. Parents will be
informed, and disciplinary actions taken. The College reserves the right for any reason whatsoever to
inspect without forewarning any files, information or logs held on any College computer or service

Specifically, for Employees:

Should access to an individual's files or internet logs be necessary for an alleged criminal offence or
serious disciplinary matter the individual concerned may be told the circumstances of the complaint prior
to the files or logs being accessed. This will be done by the Head of IT when requested by the NCC
Executive. The College reserves the right for any reason whatsoever to inspect without forewarning any
files, information or logs held on any College computer or service.
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3.

Classroom Requirements

Specifically, for Students:
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Bring an acceptable learning device (which has previously been charged) to each lesson unless
otherwise instructed. This should be the device supplied by the College;

Maintain confidentiality of personal username and password;

Comply with the instructions of teachers;

Conform to acceptable school behaviour, conduct and standards;

All devices can only be used when inside classrooms and/or under the supervision of the
classroom teacher. Any use during morning tea, lunch, before and after school must be done
in the library;

Refrain from bringing data storage media, (eg. USBs, CDs, etc) into the computer rooms or
library unless required for keyboarding or document transfers;

All work and documentation should be backed up regularly to Onedrive to prevent loss or
corruption of files;

Ensure that, when required, data storage media is virus checked prior to reading from or writing
to it;

Ensure the College supplied devices with smart pens have the pen safely stored all times to
ensure they are not lost;

Ensure the device is kept in the College provided bag / case at all times when the device is not
being used,;

Use headphones only during times deemed appropriate by the classroom teacher;

The process for replacing a lost or damaged school device is detailed in the student technology
warranty and damage guidelines;

Never access another person’s computer folders;

Do not use technology in any manner or place that is disruptive to the normal routine of school
activities eg class, sport, chapel, assembly or public functions;

Honour the agreement in the enrolment contract that was signed;

Adhere to the acceptable use agreement when using the device, both at home and at College,
including during lunchtime or when not in the classroom.

Specifically, for Staff
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4.

Ensure that students have clearly defined tasks for using the on-line services and resources;
Provide appropriate levels of supervision;

Educate students about intellectual property and copyright laws;

Provide students with an ethical understanding of the issues regarding plagiarism;

Educate students about the information handling skills of on-line research, including evaluating,
verifying and citing the on-line sources of their information;

Educate students in locating suitable resources available through catalogues, directories and
teacher developed resource lists, and also when to use search engines.

Acceptable Use Parameters

Appropriate activities include:
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Only accessing and storing appropriate content;

Connecting to resources that provide a variety of academic and/or employment related
information;

Exploring the internet looking for information and resources useful in carrying out academic and
professional requirements;

No messaging services are approved for use by students on College devices or networks.

Specifically, for Students:
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Email and communication between students using the device should be for educational
purposes only.
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Specifically, for Employees:
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Minimal amounts of personal correspondence with family or friends.

Unacceptable Use

Sharing Passwords and Logins
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Users must not pass on their login code or password to any other person, with the exception of
IT employees only in exceptional circumstances. Students are not to share their passwords with
teachers. Staff are not to share with students or other staff;

Students are not to log into staff devices, and staff are not to log into student devices. This is to
protect the elevated level of access available to staff;

Devices are to be locked or logged out when staff are not at their computers. This must be done
every time you step away from your device when it is not in use;

All programs are to be closed when not in use;

Staff are not to send their device across the campus with another person (for example, to IT for
support) with the device logged in or password written. If this happens, the staff members
credentials will be reset and be required to visit IT to have them set again to maintain security
and integrity of the College information;

f  All devices being presented to the IT Department for repair or upgrade must be accompanied
by the designated owner of that device, and never via a third party.
Damage
f  Users must not damage computers, computer systems or computer networks. This includes

removal and/or swapping of keyboards and/or other computer components, including software;

f Undue rough handling of computer and/or peripherals;
f  Stylus pen not securely stored to prevent loss;
1 Protective case removed from the student device when the device is not in use;
1 Deliberately damaging or modifying equipment;
f Stealing or destroying equipment, software or data belonging to the College, other users or
other entities (including web based);
f  Presence of food and drinks around the computer, including when it is in a school bag. Do not
consumer food or drink while using the computer;
1 No graffiti or stickers are to be put on the device;
f Be aware of the location of school bags while the device is inside. School bags containing
devices must be in an undercover protected area, or in a school locker;
1 College stickers must not be removed from devices. This will be considered a form of damage;
f  Device is not to be used on wet or dirty surfaces;
1 Further information relating to damage to devices and the associated fees for repairs and
rectification of damage can be found in the following policies:
A TECHNOLOGY (ACCEPTABLE USE) GUIDELINES FOR STUDENTS
A TECHNOLOGY WARRANTY AND DAMAGE GUIDELINES
Defamation
f  Users must not publish, post or include in an email any material which might be deemed to

defame, denigrate or humiliate an individual, company or organisation.

Improper communications
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Such as chain letters or harassing mail. Sending of improper communications may harm Users
and expose the College to risk of legal action or adverse publicity. Emails must not be sent
anonymously, and must include a signature block;

Use of vulgar, derogatory or obscene language while using technology at school to
communicate will result in disciplinary action as directed by the Executive Principal.
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Social media, commercial and other inappropriate use
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Use of the College devices/network/email for personal financial gain, gambling purposes or
advertising is prohibited;

It is forbidden to use technology to capture audio, take videos and/or pictures of staff and
students of the College without their consent. This does not include the use of College security
CCTV footage or other footage that the Executive agrees is for student, staff or facility safety;
It is forbidden to use non-College owned devices to take pictures of students, unless permission
has been granted by Line Managers for specific reasons;

Communication between staff and students must be school-work related and must only take
place via the College email network and not by personal email
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